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Worldwide Smart Connected Device Forecast®
Market Share by Product Category, 2012-2017

Desktop PC . Portable PC . Tablet Smartphone
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Device brands of Café Bazaar users
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TOP 10 countries by the percentage of attacked users

Country % of attacked users*
1 China 37
2 Migeria 37
3 Syria 26
4 Malaysia 24
5  Ivory Coast 23
B Vietnam 22
7 lran 21
8 Russia 21
8 Indonesia 19
10 Ukraine 19
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Name % of all attacked users®
T DangerousObject Multi. Generic 44 2
2  Trojan-SMS.AndroidOS Podec. a 1.2
3 Trojan-Downloader AndroidOS Leech a 80
4  Trojan Android05 Ztorg.a 76
5 Trojan. AndroidOS Rootnik d 5.9
68 Exploit AndroidOS_Lotoor be 6.1
7 Trojan-SMS.AndroidOS.OpFake.a 5.6
8 Trojan-Spy AndroidOS. Agent el 4.0
8 Trojan AndroidOS.Guerrilla.a 3.7
10 Trojan AndroidOS Mobtes b 3.6
11 Trojan-DropperAndroidOS_ Gorpo.a 36
12 Trojan AndroidOS Rootnik.a 35
13 Trojan AndroidOS Fadeb.a 32
14  Trojan AndroidOS Ztorg pac 28
15 Backdoor AndroidOS. Obad.f 27
16 Backdoor AndroidOS Ztorg.c 2.2
17  Exploit. AndroidOS_Lotoor.a 2.2
18 BackdoorAndroidOS Ztorg.a 20
18 Trojan-Ransom.AndroidOS.Small.o 1.9
20 Trojan AndroidOS.Guerrilla.b 1.8
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TOP 10 countries attacked by Trojan-Ransom malware by the number of attacked users:

Country Number of attacked users

1 Russia 44951
2 Germany 15950
S Kazakhstan 8374
4 US 8371

5 Ukraine 4250
B UK 2878
7 [taly 1313
B Spain 1062
9 Iran 866

10 India 7a7




P
: Aoy
= (SO &0 &
7 Sl ool joillas Kialongolialin e} ye

r
@ of yoid B sl ol 9 45 s ! 33
1959 g 39001 Lo pub JBSI Cud g2 g0 of poid (A
Sl (0 %0 (51 9 g Ceslie>
(oo | Sl g ! 391
of yoid (LA ool &) g 4> 99 O 49 0

= |




:5;}5:» y

G soshis s, Eealangobuahis a3 ye

(69 9 Wbl JS o)l
ool il e

S

LT paass 5
oleduol Sxivo PYCWR XY

SN 9 g T of g0 oS Cunol ! 381 ol ,Uol




. e e 9
WSS 0 0SS (ShgS j0 1y 395 slaeflg i plod ) @ A

(1l glasis Clodas Sialangolialcy e o

MOBILE




_ ' ’
3 00l .3yl Jole s 35 S92 90 siiel Ul 51 .Y g A

—

sl glaohis jollas Soalen golialis oo o

. THU, MAY 9




%JJ.éﬁ‘)os}‘Saﬁ)lf‘sLéMUﬁ.r ‘J‘”""_'{’f“’

sl glaohis jollas Soalen golialis oo o

2N

DAOXO

> () =




R
slosel 5,90 503135 sloaol . F & Ay

sl glaohis jollas Soalen golialis oo o




4.’.‘443 ‘0&& ) ‘) ‘Séﬁ)ls 6'-@4.0'4).3 W'?}& 0)9.0 6'.@)3-7‘00 .a :&'—nﬁ}o .

M‘Q"” o4 Sl ashic ol Salangoliakyyda

App permissions

Storage
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System tools

Network communication

Affects Battery
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W (M (Cleanmaster) Security : Scanning SD card

No.1 Antivirus Engine Inside

Malware

60 running apps scanned
112 pre-installed apps scanned

252 user-installed apps scanned

O Vulnerabilities and Exploits v
Fixed

¥ safe @ Protection

for 2 days for1 day

Virus definition is up to date

ajung14.nfo
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http://www.nsec.ir

http://www.certcc.ir

Contact Info: https://certcc.ir/web/guest/contactus
Email: info@nsec.ir
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